Sample Test for CS235/CS333 – Fall 2010

The following questions are intended to give you an idea about the kinds of questions that  you might encounter on the final.  This sample does not include every area that will be covered on the test.  If we covered it in class it is “fair game” for the test.

1.) What are the 5 layers of the Internet protocol stack?


Physical Layer

 
Link Layer

 
Network Layer
               Transport Layer

                Application Layer
2.) What are the 7 layers of the OSI reference model?


Physical Layer


Data Link Layer


Network Layer


Transport Layer


Session Layer


Presentation Layer


Application Layer

3.) What are the basic functions for each of the following?:

Physical Layer

· Transmission of “raw” bits

· Hardware level concerns

· Specifications of voltages, pins

· Mechanical, electrical, and procedural interfaces

· Communicates between a pairs of nodes

Link Layer

· Imposes a structure on the bit stream

· Utilizes data frames  (100’s or 1000’s of bytes long)

· Acknowledge receipt of frames

· Handle damaged, lost, or duplicate frames

· Provide flow regulation (Provide efficient transmission, but prevent sender from sending data faster than receiver can handle it.)

Network Layer

· Provide routing through the network

· Congestion Control

· Accounting

· Provide interconnections to across different types of networks

Transport Layer

· 
End-to-end flow control

· 
Break message up into chunks

Session Layer

· Information about where to obtain service

· Access Rights/permissions 

· establish “sessions” (login or ftp)

· Traffic Control ( half/full duplex connections)

Presentation Layer

· Utilities that operate on data

· Encryption

· Data compression

· Data conversion (e.g., ASCII to EBCDIC)

Application Layer

· Application specific code

· ftp

· telnet

· http

· Anything not implemented elsewhere in the protocol stack.

3a.) What are the advantages and disadvantages of implementing layered architectures?


Advantages:

1) Reduced complexity of implementation

Layers represent modules that can be independently developed.

2) Independent implementation

Once the interface between layers is defined, the implementation of an individual layer is independent of the the other layers.  This allows any layer to adopt new technologies (i.e., change its implementation) without affecting the other layers.

Disadvantages:

1) Less efficient execution

Additional communication between network layers increases overhead.

Because no layer is aware of what the other layers are doing, optimizations that cross layer boundaries cannot be realized.

5.) What are big endian and little endian?  Why do they matter to network communications?


Big endian and little endian are byte orders for integers and floating-point data.  With big endian, the high-order bytes (the bytes that holds the most significant bits in the word) are recorded in the lower address bytes.  With little endian, the high-order bytes are recorded in the higher address bytes.

Because the more significant bits will be stored in the lower addresses, starting at address 100 we have

Big Endian Representation of 1

	Address
	Value

	100
	00000000

	101
	00000000

	102
	00000000

	103
	00000001


With little endian, the bytes are stored in the reverse order:

Little Endian Representation of 1

	Address
	Value

	100
	00000001

	101
	00000000

	102
	00000000

	103
	00000000


6.) How many bytes are in an IP address under Ipv4?  What is the problem with this?

32-bits.  We are running out of IP addresses.  Under Ipv6 there will be 128-bits in an IP address.

7.) What information is necessary to uniquely identify a TCP/IP network connection on the Internet?

A socket pair.  A socket pair consists of a client IP address and port number and the server IP address and port number.

8.) Compare and contrast connection-oriented service with connectionless service.

The comparison between connection-oriented service and connectionless service is much like the comparison between telephone service and mail service.    With connection-oriented service, a session is established.  The two parties create a connection that provides two-way communication.  Data that is sent is typically acknowledged, so that the sender has assurance that the data has arrived safely.  With connection-oriented service, bandwidth is typically reserved for the duration of the session.  If service is denied, it is denied when an attempt is made to establish a session.  Because sessions must be established and bandwidth reserved, and acknowledgements sent, connection-oriented service has a higher overhead cost then connectionless service.  However, the reliability is greater.  Connectionless service simply sends the data to the destination.  No session is established and no acknowledgement is sent or received.  If there is a breakdown in the system somewhere, the data may be lost.  This may be acceptable if the probability of successful transmission is high, or if the cost of a lost message is low.

9.  – cs335 only) What is the purpose of the socket call?  Is this a client or server call?

Both clients and servers make the socket call.  It allocates a socket that will be used in other calls in the socket API.

10. – cs335 only) What is the purpose of the bind call?  Is this a client or server call?

Bind is a server call.  It allows the server to specify the address and port number for which it will be providing service.  It also allows the server to specify the protocol family it is using (e.g., internet ).

11. – cs335 only) What is the purpose of the listen call?  Is this a client or server call?

Listen is a server call.  It allows the server to specify the number of clients that may be concurrently waiting for a connection.  This should not be confused with the number of clients that the server can process.

12. – cs335 only) What is the purpose of the connect call?  Is this a client or a server call?

Connect is client call.  It allows the client to establish a socket connection with the server.  The connect call includes parameters that allow the client to specify the address and port number of the server.  It also allows the client to specify the protocol family (e.g., internet) that will be used.

13. – cs335 only) What is the purpose of the accept call?  Is this a client or a server call?

Accept is a server call.  It blocks (does not return to the caller) until a client tries to connect to the servers address/port number.  The accept call returns a new socket, through which the client and server can communicate.

14. – cs335 only)  What is the purpose of the close call?  Is this a client or a server call?

Close is both a client and a server call.  When the connection is to be terminated, both the server and the client call close to delete the connection and reclaim the connection resources.

15. -  cs335 only)  What are the purposes of ntohl and htonl?

16.- cs335 only)   How do you suppose gethostbyname is implemented?

17.) Compare and contrast Time Division Multiplexing with Frequency Division Multiplexing.



Time Division Multiplexing (TDM) and Frequency Division Multiplexing (FDM) are both technologies that allow multiple users to share a single transmission line.  In TDM, time is divided into relatively short intervals called “time slices.”  During a time slice, one of the users is given full access to the shared transmission line.  During the next time slice, a different user is given access to the line. The total bandwidth available to each user is the total bandwidth of the line divided by the number of users.  The wait time between transmissions is the number of users times the length of the time slice.


In Frequency Division Multiplexing, the transmission bandwidth is partitioned into bands.  Each user is allocated their own band.  Thus a fraction, 1/(number of users) , of the total bandwidth is always available to each user.  Thus, FDM has the advantage in situations where latency is critical, because FDM users never have to wait for their time slice.  However, when FDM users have no data to send, they are still consuming bandwidth.  With TDM, users that have no data to send can forfeit their time slice, allowing it to be utilized by another user.

18.)  Consider the ip address 161.115.86.86.  
                 How would you represent this as 32-bit binary address?

                 How would you write that binary address in hexadecimal?

19.)  What would the subnet mask be for a host described with this CIDR IP address: 161.115.86.86/17?

20.)  What two pieces of information does a computer need to connect to a server on the Internet?   How is each piece of information used?
21.)   Describe how and why  the HTTP protocol  uses of “cookies.”  

22.)   Briefly describe the purpose of the pop3 and SMTP protocols.   Identify each as application layer or transport layer protocol.

23.)  Describe transport layer multiplexing and demultiplexing.

24.)  Describe how a local DNS server with an empty cache would iteratively retrieve the IP address for domain name:   www.fetchbook.info.

